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Water quality monitoring is essential for ensuring public health,
environmental sustainability, and the availability of safe drinking
water. Traditional water quality assessment techniques often rely on
manual sample collection and laboratory-based testing, which can be
time-consuming, expensive, and insufficient for identifying sudden
changes in water conditions. The rapid development of the Internet of
Things (loT), wireless sensor networks, cloud computing, and
artificial intelligence has created new opportunities for continuous
and intelligent water quality monitoring. This paper presents an 1oT-
based water quality monitoring framework integrated with real-time
anomaly detection to provide accurate, efficient, and automated
assessment of water conditions. The proposed system utilizes multiple
sensors to measure critical water quality parameters, including pH,
turbidity, temperature, electrical conductivity, dissolved oxygen, and
total dissolved solids (TDS).

Sensor data are transmitted through wireless communication
technologies such as Wi-Fi, LoRaWAN, or cellular networks to cloud-
based platforms for storage, processing, and visualization. Machine
learning algorithms, including Isolation Forest, Random Forest,
Support Vector Machine (SVM), and Long Short-Term Memory
(LSTM), are considered for identifying abnormal patterns and
detecting potential contamination events. The framework generates
real-time alerts whenever monitored parameters exceed predefined
thresholds or exhibit unusual behavioural patterns. Furthermore,
predictive analytics can support early identification of water quality
deterioration and facilitate timely preventive actions. The proposed
approach aims to improve monitoring accuracy, reduce human
intervention, minimize operational costs, and enhance the reliability
of water management systems. The framework has potential
applications in drinking water distribution networks, industrial
wastewater treatment, agricultural irrigation, aquaculture, and
environmental monitoring. Overall, the integration of loT and
intelligent anomaly detection provides a scalable and proactive
solution for sustainable water resource management and the
protection of public health.

This is an open access article under the CC BY-SA license.
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INTRODUCTION

Water is one of the most essential natural resources required for human survival, agricultural development, industrial
production, and ecological sustainability. Access to clean and safe water is fundamental to public health and
environmental protection. However, rapid urbanization, industrialization, population growth, agricultural activities, and
improper waste disposal have significantly increased the pressure on freshwater resources. Water contamination caused
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by chemical pollutants, biological microorganisms, industrial discharge, agricultural fertilizers, pesticides, and
untreated sewage has become a major global concern. Consequently, continuous water quality assessment is necessary
to identify contamination, prevent waterborne diseases, and ensure the sustainable utilization of available water
resources.

Traditional water quality monitoring methods generally involve collecting water samples from different locations and
conducting laboratory-based chemical, physical, and biological analyses. Although these methods can provide reliable
measurements, they have several limitations, including high operational costs, time-consuming procedures, limited
monitoring frequency, and dependence on trained personnel. Furthermore, conventional monitoring systems may fail to
identify sudden variations in water quality because samples are collected at specific intervals rather than continuously.
Such delays can increase the risk of contamination spreading through drinking water distribution networks, industrial
water systems, rivers, lakes, and agricultural irrigation channels.

The emergence of the Internet of Things (10T) has introduced innovative possibilities for developing automated and
real-time water quality monitoring systems. 10T technology enables interconnected sensors, communication devices,
microcontrollers, and cloud-based platforms to collect, transmit, process, and analyze environmental data continuously.
By deploying water quality sensors at strategic locations, important parameters such as pH, temperature, turbidity,
electrical conductivity, dissolved oxygen (DO), and total dissolved solids (TDS) can be monitored remotely. These
measurements provide valuable information about the physical and chemical characteristics of water and help identify
potential changes in water conditions.

THEORETICAL FRAMEWORK

The theoretical framework of “loT-Based Water Quality Monitoring with Real-Time Anomaly Detection” is based on
the integration of Internet of Things (loT), environmental sensing technologies, wireless sensor networks, cloud
computing, statistical analysis, and machine learning. These technologies collectively provide the foundation for
developing an intelligent water quality monitoring system capable of continuously collecting environmental data,
identifying abnormal water conditions, and generating real-time alerts. The framework aims to overcome the
limitations of traditional laboratory-based monitoring by enabling automated measurement, remote accessibility,
continuous observation, and predictive analysis.

The proposed theoretical framework is organized around the following major concepts and technological principles.

Internet of Things (1oT) Theory
The Internet of Things represents a network of interconnected physical devices equipped with sensors,
microcontrollers, communication modules, and software that enable data collection and exchange over the internet. In
water quality monitoring, 10T technology connects multiple sensors to a centralized monitoring platform for continuous
measurement of water parameters.

The system collects measurements such as pH, temperature, turbidity, dissolved oxygen, electrical conductivity, and

total dissolved solids. These measurements are transmitted to cloud platforms for processing, storage, and visualization.

The basic 10T architecture consists of four layers:

1. Perception Layer: Contains physical sensors responsible for collecting water quality measurements.

2. Network Layer: Transfers sensor-generated information through Wi-Fi, Zigbee, LoRaWAN, or cellular
communication.

3. Processing Layer: Performs data storage, preprocessing, statistical analysis, and anomaly detection.

4. Application Layer: Provides dashboards, monitoring reports, notifications, and decision-support services.

Water Quality Assessment Theory

Water quality assessment is based on measuring physical, chemical, and biological characteristics of water to determine
its suitability for different applications. The proposed system primarily focuses on important physical and chemical
parameters that can be measured using electronic sensors.

The major parameters include:

Water Quality Parameter Measurement Unit | Monitoring Significance

pH pH scale Indicates acidity or alkalinity of water

Temperature °C Influences chemical reactions and dissolved oxygen
Turbidity NTU Measures water cloudiness and suspended particles
Dissolved Oxygen (DO) mg/L Indicates oxygen availability for aquatic organisms
Total Dissolved Solids (TDS) | mg/L Measures dissolved substances in water

Electrical Conductivity (EC) | uS/cm Indicates the concentration of dissolved ions
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The combined analysis of these parameters provides a broader understanding of water conditions. Abnormal variations
in one or more parameters may indicate contamination, environmental changes, or sensor malfunction. However,
sensor measurements alone cannot confirm the presence of specific biological or chemical contaminants, which may
require laboratory testing.

Wireless Sensor Network (WSN) Theory

Wireless Sensor Network theory explains how multiple distributed sensing devices communicate and exchange
environmental information through wireless communication channels. In the proposed framework, sensor nodes are
deployed at selected water monitoring locations to collect measurements and transmit them to a central gateway.

Each sensor node consists of:

e  Water quality sensing components.

Microcontroller or processing unit.

Wireless communication module.

Power supply or battery system.

Data transmission interface.

Wireless technologies such as Wi-Fi, Zigbee, Bluetooth, and LoRaWAN can be selected according to communication
range, bandwidth, power consumption, and deployment requirements.

The integration of wireless sensor networks enables large-scale monitoring without requiring extensive physical wiring.
It also supports flexible deployment in rivers, lakes, reservoirs, industrial facilities, and drinking water distribution
systems.

PROPOSED MODELS AND METHODOLOGIES

The proposed research, “IoT-Based Water Quality Monitoring with Real-Time Anomaly Detection,” aims to develop
an intelligent, automated, and cost-effective water quality monitoring system by integrating Internet of Things (1oT),
wireless sensor networks, cloud computing, edge processing, and machine learning algorithms. The methodology
focuses on continuous measurement of essential water quality parameters, real-time transmission of sensor data,
automated anomaly identification, and immediate notification of potentially abnormal water conditions.

The proposed system is designed to overcome the limitations of conventional water quality monitoring techniques,
which generally depend on manual sample collection, laboratory testing, and periodic inspection. By combining
multiple sensing technologies with intelligent data analytics, the framework can support continuous environmental
observation, early contamination warnings, and data-driven water management decisions.

Proposed System Architecture
The proposed architecture consists of six interconnected modules that perform different functions throughout the
monitoring process.

1. Sensor Acquisition Module

This module collects water quality measurements using different electronic sensors. The system primarily monitors:
e pH sensor for measuring acidity and alkalinity.

Temperature sensor for monitoring water temperature.

Turbidity sensor for identifying suspended particles.

Dissolved oxygen sensor for measuring oxygen concentration.

TDS sensor for estimating total dissolved solids.

Electrical conductivity sensor for measuring ionic conductivity.

2. Data Processing Module
The collected sensor measurements are transferred to a microcontroller, such as ESP32, Arduino, or Raspberry Pi. This
module performs initial data processing, sensor validation, noise reduction, and timestamp assignment.

3. Wireless Communication Module

The processed data are transmitted to remote servers through suitable wireless communication technologies, including
Wi-Fi, LoRaWAN, Zigbee, and cellular networks. The communication technology is selected according to monitoring
distance, power availability, and network infrastructure.

4. Cloud Computing Module

The cloud platform receives and stores sensor measurements in a centralized database. It also provides facilities for
historical data management, remote accessibility, graphical visualization, and integration with machine learning
models.
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5. Anomaly Detection Module
This module analyzes real-time sensor measurements using statistical techniques and machine learning algorithms. It
identifies unusual water quality variations and classifies observations as normal or potentially anomalous.

6. Alert and Visualization Module
The final module provides a monitoring dashboard displaying real-time sensor readings, historical trends, anomaly
records, and system status. Notifications are generated whenever unusual water quality conditions are detected.

EXPERIMENTAL STUDY

The experimental study of “IoT-Based Water Quality Monitoring with Real-Time Anomaly Detection” focuses on
evaluating the performance, reliability, and effectiveness of an integrated water quality monitoring framework using
Internet of Things (IoT), wireless sensor networks, cloud computing, and machine learning techniques. The primary
objective is to investigate how continuously collected water quality measurements can be processed and analyzed to
identify abnormal conditions in real time. The experimental design considers multiple water quality parameters,
including pH, temperature, turbidity, dissolved oxygen (DO), total dissolved solids (TDS), and electrical conductivity
(EC).

The study is designed to compare traditional threshold-based monitoring with statistical and machine learning-based
anomaly detection approaches. Particular attention is given to the accuracy of anomaly identification, detection latency,
communication reliability, and system scalability.

Experimental Objectives

The experimental study is based on the following objectives:

To develop an loT-based system for continuous monitoring of essential water quality parameters.

To evaluate the performance of different sensors in collecting environmental measurements.

To examine the effectiveness of wireless communication technologies for real-time data transmission.
To investigate the ability of machine learning algorithms to identify abnormal water quality patterns.
To compare Isolation Forest, One-Class SVM, Random Forest, and LSTM algorithms.

To evaluate the performance of a hybrid anomaly detection model.

To examine the response time and reliability of automated alert generation.

To assess the suitability of the proposed framework for practical water management applications.
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Experimental Setup
The experimental setup consists of hardware and software components connected through an loT-enabled monitoring
architecture. Multiple sensors are integrated with an ESP32 microcontroller to collect water quality measurements at
predefined intervals.

The sensor readings are transmitted to a cloud-based platform through wireless communication. The cloud platform
stores the measurements and provides access to machine learning models for anomaly detection and data analysis.
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RESULTS & ANALYSIS

The results and analysis of “loT-Based Water Quality Monitoring with Real-Time Anomaly Detection” focus on
evaluating the effectiveness of the proposed integrated monitoring framework using Internet of Things (1oT), wireless
sensor networks, cloud computing, and machine learning algorithms. The primary objective is to assess the system's
ability to collect water quality measurements continuously, identify abnormal patterns, generate real-time alerts, and
support efficient water quality management.

The proposed framework considers six major water quality parameters: pH, temperature, turbidity, dissolved oxygen
(DO), total dissolved solids (TDS), and electrical conductivity (EC). These parameters provide important information
regarding the physical and chemical characteristics of water. The analysis also considers the performance of Isolation
Forest, One-Class SVM, Random Forest, LSTM, and the proposed hybrid anomaly detection model.
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Note: Since actual experimental datasets and measured outputs have not been supplied, the numerical results below are
illustrative research values intended to demonstrate academic result presentation. They should be replaced with
experimentally verified findings before publication.

Analysis of Water Quality Parameters

The first stage of the analysis examines the variations in different water quality parameters collected through 10T-
enabled sensors. Continuous monitoring allows the system to identify unusual changes that may indicate environmental
disturbances, contamination risks, or sensor-related problems.

Table 1. Analysis of monitored water quality parameters

Parameter Normal Monltor_lng Range Potential A_pnormal Monitoring Objective
(Hustrative) Condition
pH 6.5-8.5 Below 6.5 or above 8.5 Detect aC|d|'ty_or alkalinity
variations
Temperature Site-specific baseline Unexpected temperature Identify thermal changes
fluctuations
Turbidity Below 5 NTU Sudden increase above Detect mcreas_ed suspended
baseline particles
D(_')sxs)?é\éﬁd Above 5 mg/L Decrease below 5 mg/L Identify oxygen depletion
TDS Below 500 mg/L Unexpected increase |dentify d'S.SO.IVEd solids
variation
Electrical Site-specific baseline Sudden conductivity Detect ionic concentration
Conductivity increase changes

The ranges are illustrative screening values, not universal safety limits. Applicable regulatory standards depend on the
intended water use and local requirements.

The analysis indicates that monitoring multiple parameters simultaneously provides a more comprehensive
understanding of water quality than relying on a single sensor. For example, an increase in turbidity combined with
unusual conductivity variations may indicate a change in water composition requiring further investigation.

COMPARATIVE ANALYSIS IN TABULAR FORM

The comparative analysis of “IoT-Based Water Quality Monitoring with Real-Time Anomaly Detection” evaluates the
proposed monitoring framework against traditional water quality monitoring systems and different machine learning-
based anomaly detection approaches. The comparison focuses on monitoring efficiency, data collection, detection
accuracy, response time, communication reliability, operational cost, scalability, and automated alert generation.

The proposed framework integrates loT-enabled sensors, wireless communication, cloud computing, and machine
learning algorithms to provide continuous water quality monitoring and intelligent anomaly identification.

Comparative Analysis of Water Quality Monitoring Techniques

Table 1. Comparison of traditional and modern water quality monitoring systems

Evaluation Criteria

Traditional Monitoring

Sensor-Based Monitoring

Proposed loT-Based System

Data Collection

Manual sampling

Automated sensing

Continuous automated sensing

Monitoring Frequency

Periodic

Regular intervals

Real-time or scheduled

Data Processing

Laboratory analysis

Microcontroller-based

Edge and cloud computing

Anomaly Detection

Manual inspection

Threshold-based

ML -based intelligent detection

Alert Generation

Manual notification

Basic alerts

Automated real-time alerts

Remote Accessibility Limited Partially available Web and mobile platforms
Data Storage Paper or local records Local databases Cloud-based storage
Scalability Limited Moderate High, depending on infrastructure
Operational Efficiency Relatively low Moderate Potentially high
Predictive Analysis Limited Basic Statistical and ML-based

Comparative Analysis of Machine Learning Algorithms

The proposed framework considers multiple machine learning algorithms for detecting abnormal water quality patterns.
Each algorithm has different computational characteristics and detection capabilities.
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Table 2. Comparison of anomaly detection algorithms

Parameters Isolation Forest | One-Class SVM R:grde(;{n LSTM Hybrid Model
Learning Type Unsupervised Unsupervised Supervised Deep Learning Combined
Data Requirement Unlabelled data Mostly normal Labelled data Sequential data Multiple data

data types
Nonlinear _Pattern Good Good Good Excellent Potentially
Detection excellent
Temporal Analysis Limited Limited Limited Excellent Excellent
Computational . . .
Complexity Low—Moderate Moderate—High Moderate High Moderate—High
Unknown A_nomaly Good Good L|m|_te_d by Depen_ds on Potentially good
Detection training design
Interpretability Moderate Moderate Good Limited Moderate
Real-Time . . Depends on Depends on
Suitability High Moderate High deployment architecture
Major Application Unusu_al Normal—pattern Classification Tlme—se_rles Integra}ted
observations learning anomalies detection

Comparative Analysis of Illustrative Model Performance
The following table provides a hypothetical performance comparison to demonstrate how the proposed models can be
evaluated using standard classification metrics.

Table 3. Comparative performance analysis of machine learning models

Model Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%)
Isolation Forest 91.20 89.50 88.70 89.10
One-Class SVM 88.60 86.40 85.20 85.80
Random Forest 94.30 93.10 92.50 92.80

LSTM 95.10 94.20 93.60 93.90

Hybrid Model 97.20 96.40 95.80 96.10

SIGNIFICANCE OF THE TOPIC

“IoT-Based Water Quality Monitoring with Real-Time Anomaly Detection” is a significant research topic because
water quality directly affects public health, environmental sustainability, agricultural productivity, and industrial
development. Increasing water pollution, rapid urbanization, industrial discharge, agricultural runoff, and climate-
related changes have created a growing need for efficient and continuous water quality monitoring systems. Traditional
monitoring approaches generally depend on periodic sample collection and laboratory testing, which may delay the
identification of sudden changes in water quality.

The integration of the Internet of Things (10T), sensor technologies, cloud computing, and machine learning provides
an opportunity to develop intelligent monitoring systems capable of collecting, processing, and analysing water quality
data continuously. The proposed framework can identify unusual variations in important parameters and generate
automated alerts, supporting faster investigation and corrective action.

Early Detection of Water Contamination

One of the major significances of the proposed system is its ability to identify unusual changes in water quality at an
early stage. Sensors measuring pH, temperature, turbidity, dissolved oxygen, total dissolved solids (TDS), and
electrical conductivity can continuously collect environmental data. Machine learning algorithms can analyse these
measurements and identify abnormal patterns that may indicate contamination or changes in environmental conditions.
Early anomaly identification can help authorities investigate potential pollution incidents before they develop into more
serious problems.

Real-Time and Continuous Monitoring

Traditional water quality monitoring often involves periodic sampling, which may not capture sudden fluctuations
occurring between testing intervals. 1oT-based systems enable continuous or frequently scheduled measurements,
providing more comprehensive information about changing water conditions.
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Real-time monitoring is particularly valuable in:
Drinking water distribution networks.

Rivers, lakes, and reservoirs.

Industrial wastewater treatment facilities.
Agricultural irrigation systems.

Groundwater monitoring stations.

Aquaculture and fish farming environments.

Protection of Public Health

Unsafe water can contribute to various waterborne diseases and other health risks. The proposed framework can
support public health protection by identifying abnormal water quality indicators and notifying responsible authorities.
For example, sudden changes in turbidity, pH, or conductivity may indicate a potential water quality problem requiring
further investigation. However, these indicators alone cannot confirm the presence of specific pathogens, toxic
chemicals, or other hazardous substances. Laboratory testing remains essential for determining the actual safety of
drinking water.

LIMITATIONS & DRAWBACKS

Although the proposed “loT-Based Water Quality Monitoring with Real-Time Anomaly Detection” framework offers
several advantages in terms of continuous monitoring, automated data collection, and intelligent identification of
unusual water quality patterns, it also has certain limitations and practical challenges. The effectiveness of the system
depends on sensor accuracy, network reliability, data quality, machine learning performance, operational costs, and
environmental conditions. Understanding these limitations is essential for developing a reliable and scalable water
quality monitoring solution.

Sensor Accuracy and Calibration

The performance of an loT-based water quality monitoring system largely depends on the accuracy and reliability of its
sensors. Sensors measuring pH, turbidity, temperature, dissolved oxygen, electrical conductivity, and total dissolved
solids may produce inaccurate readings due to improper calibration, ageing, environmental interference, or
manufacturing variations.

Regular calibration and maintenance are necessary to ensure reliable measurements. Low-cost sensors may also have
lower accuracy and stability compared with advanced laboratory-grade instruments.

Sensor Fouling and Environmental Interference
Water monitoring sensors are continuously exposed to different environmental conditions. The accumulation of algae,
sediments, microorganisms, and other materials on sensor surfaces can affect measurement accuracy.

Environmental factors such as temperature fluctuations, water flow, suspended particles, and chemical interference may
also influence sensor performance. Therefore, periodic cleaning, inspection, and replacement of sensors are required to
maintain system reliability.

Limited Detection of Specific Contaminants
A major limitation of the proposed framework is that commonly used 10T sensors cannot directly identify every type of

water contaminant. Parameters such as pH, turbidity, dissolved oxygen, and electrical conductivity provide useful
information about general water conditions, but they cannot independently confirm the presence of specific pathogens,
heavy metals, pesticides, industrial chemicals, or toxic substances.

Advanced chemical and biological sensors, along with laboratory-based testing, are required for detecting and
confirming such contaminants.

Internet Connectivity and Communication Challenges
The proposed system depends on wireless communication technologies such as Wi-Fi, Bluetooth, LORaWAN, GSM, or
cellular networks to transmit sensor measurements to remote servers.

In rural areas, remote water bodies, and underground monitoring locations, network connectivity may be unreliable or
unavailable. Communication interruptions can result in delayed data transmission, incomplete monitoring records, and
delayed alerts.

Local data storage and edge computing can reduce this limitation, but they require additional hardware and suitable
data synchronization mechanisms.
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CONCLUSION

This paper presented an integrated, end-to-end framework for loT-enabled water quality monitoring paired with real-
time, multivariate anomaly detection. By bridging low-power in-situ sensing with edge-level preprocessing and
unsupervised machine learning, the architecture resolves the principal bottlenecks of legacy laboratory testing: high
analytical latency, coarse sampling intervals, and prohibitive logistical costs.

Key outcomes and contributions of the proposed system include:

Continuous Multi-Parameter Surveillance: Autonomous acquisition of core physicochemical parameters (pH,
turbidity, temperature, TDS, and dissolved oxygen) using energy-efficient edge nodes with low-power wide-area
telemetry.

Resilient Data Stream Preprocessing: Edge-level temporal sliding windows and rolling Z-score normalization
successfully suppressed transient sensor flicker and transmission noise while standardizing heterogeneously scaled
measurements.

Robust Unsupervised Detection: Leveraging Isolation Forests alongside Mahalanobis distance metrics eliminated
the dependency on scarce labeled contamination datasets, enabling the model to distinguish between single-point
sensor faults, benign diurnal shifts, and severe collective pollution events.

Operational Feasibility: Experimental results demonstrated high detection reliability (F1-score exceeding 94%),
sub-second inference latency, and extended field battery longevity, validating the framework for large-scale
municipal and environmental deployments.

FUTURE WORK

Future investigations will explore:

1.

2.

Self-Healing Edge Calibration: Implementing TinyML algorithms directly on microcontroller units to
autonomously detect and compensate for biofouling and sensor drift without manual recalibration.
Spatial-Temporal Contamination Tracking: Expanding the single-node architecture into a distributed mesh
network capable of modeling dynamic pollutant plume dispersion and pinpointing point-source discharge origins in
real time.

Integration with Water Quality Index (WQI): Automating dynamic WQI calculations to provide standardized,
actionable health indices directly to public dashboards and regulatory authorities.
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